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HasHa4yeHne goKymeHTa

[aHHbIN JOKYMEHT onucbkiBaeT npumep passepTbiBaHus NMporpammel gns 9BM «[Mnatdopma
Tanra [anHemukc» (ganee - “nnatdopma” wnm  “Taiga Dynamics”). [OaHHbin  npumep
nogpasymeBaeT 3anyck nnartopmbl B 0OHOHOAOBOM kubernetes knactepe C MCNosib30BaHUEM
Rancher k3s. XpaHunuuia gaHHbIX cOrnacHoO AaHHOW MHCTPYKLMKM 3arycKaloTCs C UCMOMb30BaHUEM
TexHonormn docker n nnarmHa docker compose. [lpy Hanuuuu Ha NNoWagKe pasBepHYTOro
kubernetes knactepa u Tpebyembix xpaHunULy, AaHHbIX nratdopmMa MOXeT OblTb HAacTpoeHa Ans
X ncnonb3oBaHusl. KOHKpeTHbIN BapuaHT pa3MelleHus OOMmKeH ObiTb 3apaHee CormacoBaH
ONucaH B COOTBETCTBYIOLLMX NPOEKTHbIX JOKYMEHTax.

TepMuUHbI 1 onpeaeneHnd

Mnardopma Taiga Dynamics — [porpamma gna 3BM «[lnatcopma Tarra JanHemukey,
COBOKYMHOCTb MNPUMOXEHUA W TEXHUYECKUX PELUeHUR, npeaHasHavyeHHas pans  obpaboTku
NPOMBILNEHHbIX OAHHbIX C UeNnbl ONTUMU3auUMM  TEXHOINOTMMYECKMX MNpPOLECCOB HA OCHOBE
anropMTMOB MaLUMHHOIO O0yYeHus.

MHDpacTpyKTypHble  KOMMOHEHTbl —-  COBOKYMHOCTb  3fIEMEHTOB  MPOrpammMHOro
obecneyeHne (aanee MO), HeobxogmMmoro ana PyHKUMOHMPOBaHUA U/Mnu ycTaHoBku MNMnatdopmel,
Bkntoyasa Shell ckpunTtbl, 6a3bl gaHHbl (ganee bL) xpaHunuia n npodee.

CepBep — BupTyanbHag MawwuHa wnu duandeckun cepsep, rae OyaeT ycTaHoBneHa
Mnatdopma.
APM apgmuHucTpaTOopa — aBTOMaTM3MpOBaHHOe pabodyee MecTo (ganee APM)

aAMUHMCTpaTopa C KOTOPOro OCYLLECTBSIETCS AOCTYN K cepBepy natthopmbl.

YcrnoBHble 0003HAYEHUS U UMEHA NePEMEHHbIX

$ MNepemeHHble UCMonb3yeMble B KOMaHAHBIX CLEHapUsiX (fanee ckpunrtax), Kotopble
[OIMKHbI BbITb onpeaeneHsl 3apaHee. MoryT 6bITb 3aaaHbl Kak NepeMeHHble cpeabl u/unm
3aMeHeHbl Ha KOPPEKTHbIE 3HAaYEeHWs1 Nepes BbINOMHEHWEM CKpUMTa
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[ToaroToBKa K yCTaHOBKE

Kntou ons pacnakoBku apxmBa ¢ guctpubytnsom nnatdopmsbl: Taiga2019&

Heobxoanmble ycrnoBus

e CepBep c ycTaHoBreHHoM onepaumoHHon cuctemon Ubuntu Server 20.04, AstraLinux 1.7.2
WU aHarnorn4yHowu;
SSH pocTtyn k cepsepy ¢ APM agmuHucTpartopa;
HTTP/HTTPS cepeepy (TCP/443, TCP/80, TCP/9007);
Monb3oBaTenb ¢ BO3MOXHOCTbIO UCMOMHEHUSA KOMaHA C aAMUHUCTPATUBHbLIMU
NPUBMNErNAMU;
e YCTaHOBMEHHbLIE NAKEThI:
o openssl,
o keytool,
o update-ca-certificates.

[locTtaBka apxuBa ¢ MHPACTPYKTYPHLIMU KOMMNOHEHTaMM

Ncnonb3yemble nepeMeHHble:
${user} - Vims nonb3oBaTens ¢ npaBamMu OocTyna root
${server_name} - nonHoe gomeHHoe nms Cepsepa Nnatcopmbl

CkauaTtb apxwuB infra.tar.gz Ha APM agmunHncTpaTtopa. Ccbifika Ha ckadymMBaHue ApxumBa
npepoctasndaetcs cotpyaHukamm OO0 “PokeT KoHTpon” no 3anpocy.

3arpyxaeM ckadaHHbIn apxuB infra.tar.gz Ha cepep ncnonb3ys scp. 3anyckaem tepmuHan (CMD,
PowerShell, etc.) n BbinonHaem cnegyoLne KomaHabl:

(sW${directory_with_infra.tar.gz}

(el AT [0y { user }@%{ server name } H

MoakntodyeHue k Cepaepy.

Ncnonb3yemble nepeMeHHbIe:
${user} - Vims nonb3oBaTens ¢ npaBamu JocTyna root
${server_name} - nonHoe nomeHHoe ums Cepeepa Mnatgopmbl

3anyctkaem TepmuHan (CMD, PowerShell, etc.) n BeinonHuTb cnegytolime KoOMaHabl:

WS {user}@${server_name}
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CospgaHune oTaenbHOro pasaena ansa xpaHeHus gaHHbiX Mnatdpopmsi

MpumeyaHue: [JaHHbIA pasgen HOCUT O3HAKOMUTESbHLIM XapakTep T.K. KOHKPETHbIE KOMaHAabl,
MMEHa W pasMepbl pasgenoB MOMyT OTNMYaTbCs OT YyKasaHHbIX B PykoBogctBe. B cnyuvae
BO3HWKHOBEHUS COMHEHUA WNW 3aTpyaHEHWA nNpu co3daHuu BblOENeHHOro pasgena criegyet
obpartutbes k cotpygHukam OO0 “PokeT KoHTpon” angd KOHCynsTauuu.

MpumeyvaHue: MNogknioyeHne prUanyYecKoro/BUpTyanbHOro Ancka u cosgaHne annoBon CUCTEMbI
He BXOOWUT B Aa@HHOE PyKOBOACTBO.

Cos3pgaém gupektoputo /datadrive B KopHe hannoBon cuctembl, kotopas ByaeT ucnonb3oBaHa Ans
XpaHeHuns AaHHbIx MNMnatgopmei:

sudo mkdir /datadrive

HyxHo naeHTudunumposate UUID GnoyHoro yctponcTsa (amcka) Kotopbin 6yaet ncnonb3osaH. Ans
3TOro ucnonesyem ytunuty blkid:

sudo blkid

/dev/sdal: LABEL="cloudimg-rootfs" UUID="0029655f-5fe9-4742-ba81-acd4af8e1377" TYPE="ext4"
PARTUUID="6c79905f-1ae0-45dc-b129-bf65ab8ac6e3"

/dev/sdal5: LABEL_FATBOOT="UEFI" LABEL="UEFI" UUID="1691-0908" TYPE="vfat"
PARTUUID="bac4f723-3e59-4be2-a124-dcb731025abe"

/dev/sdbl: UUID="769d17c3-a5e5-4455-b378-8laabcb6add6f" TYPE="ext4" PARTUUID="d1df9560-01"
/dev/sdc: UUID="3d47ad26-9fef-4da9-aeb9-da945ced6860" TYPE="ext4"

/dev/loop@: TYPE="squashfs"

/dev/loopl: TYPE="squashfs"

/dev/loop2: TYPE="squashfs"

/dev/sdal4: PARTUUID="4c6e93d7-a073-409a-b063-0ad327552722"

Mpegnonoxum 4to “Haw” guck aT1o /dev/sdc (MMsi BNOYHOro YCTPOMCTBA (AMCKa) MOXKET ObITh
Apyrvm).

B dann /etc/fstab pobaesnsem B koHeu danna cTpoky cogepxawiyto UUID gucka n mount point
/datadrive:
sudo nano /etc/fstab

# CLOUD_IMG: This file was created/modified by the Cloud Image build process
UUID=0029655f-5fe9-4742-ba81-acd4af8el1377 / ext4  defaults,discard

UUID=1691-0908 /boot/efi vfat umask=0077 01
UUID=3d47ad26-9fef-4da9-aeb9-da945ced6860 /datadrive ext4 defaults 0 ©

BbinonHsaem KOMaHAy no MOHTUPOBaHUKO pasgena:

sudo mount -a
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Co3snaHue CTPYKTYpbl AVPEKTOPUiA

CTpykTypa anpektopuin OyaeT BbIMMsSAEeTb CleayowmnmM obpasom;

datadrive
F—certs
| |—ck—ser‘ver‘.key # ClickHouse: private self-signed private key
| F——ck-server.crt # ClickHouse: self-signed certificate
| |—client.passwor‘d # Kafka: client password for access to keystore and truststore
| I—dhpar‘am.pem # Clickhouse: diffie hellman group definition
| —kafka-client.key # Kafka: self-singed private key
| |—kafka.client.keystore.jsk # Kafka: client keystore
| —kafka-client-pub.pem # Kafka: self-singed certificate
| —kafka.client.truststore.jsk # Kafka: client truststore
| |—kafka.server.keystore.jsk # Kafka: server keystore
| —kafka.server.truststore.jsk # Kafka: server truststore
| |—1dap—cer‘t.crt # LDAP: certificate for integration with LDAP (provided by Customer)
| I—minio—ser‘ver‘.key # Mino: private self-signed private key
| F—minio-server.crt # Mino: self-signed certificate
| I—pg—ser'ver‘.key # postgres: private self-signed private key
| I—pg—ser‘ver.crt # postgres: self-signed certificate
| I—r'egistr‘y.key # registry: private self-signed private key
| I—r‘egistr‘y.cr‘t # registry: self-signed certificate
| |—server‘.passwor‘d # Kafka: server password for access to keystore and truststore
| —ca.conf # configuration file for CA
| ——ca-key # private CA key
| F—ca-cert # public CA certificate
| F—serial.txt
| —web-cert.crt # Domain: certificate (provided by Customer)
| |—web—cer‘t.key # Domain: private key (provided by Customer)
| L—pm.truststore.jks # trustore for PM component configuration
——clickhouse # Clickhouse: data
—docker # Docker: data
—k3s # k3s: PVC
—k3s-data # k3s: data
—kafka # kafka: data
F—minio # minio: data
I—postgr‘es # postgres: data
—zookeeper-data # zookeeper: data
|—zookeeper‘—log # zookeeper: logs
L—platform # platform
—docker-compose
——clickhouse_console_config.xml
—clickhouse_ssl_config.xml
—clickhouse_users.xml

I—postgr‘esql.con-F
L—docker-compose.yaml

——custom-values.yaml
F—platform-application
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L—platform-application-1.0.0__ {release version}.tgz
L —releases

L —releases-{release version}.tar

Co3/:1,aeM HeO6XO}J,VIMbIe ONPEKTOPUN N 6yp,eM nocnenoBaTteribHO HanoJHATbL UX, Mo Mepe
BbINMOJTIHEHNA OaHHOINo pyKoBOACTBA.

cd /datadrive

mkdir certs clickhouse docker k3s k3s-data kafka minio postgres zookeeper-data zookeeper-logs
platform/docker-compose platform/helm

N3meHsiem BnagensLeB cnegyowmx aupektopun Ha /datadrive. [JaHHoe genctBue Heobxoaumo
ONs1 HOpManbHOro (PYHKLMOHNPOBAHUSA NPUMOXKEHWI 3anyLLeHHbIX B KOHTENHepax docker.

sudo chown -R 101:103/datadrive/clickhouse

sudo chown -R 1000:1000 /datadrive/kafka

sudo chown -R 1000:1000 /datadrive/zookeeper-log
sudo chown -R 1000:1000 /datadrive/zookeeper-data
sudo chown -R 999:999 /datadrive/postgres

PacnakoBka apxmBa infra.tar.gz

Mepemewaewm infra.tar.gz n pacnakyem ero B /datadrive:

cd ~
mv infta.tar.gz /datadrive

cd /datadrive
tar -xvf infta.tar.gz

Bbinyck ceptndumkaTos

Ncnonb3yemble nepeMeHHbIe:

${platform_password} - naposnb Ans 3awwmTbl LENOCTHOCTN cepTnduKaToB
${pm_trustore_password} - naponb ot trustore gns platform management komnoHeHTa
${server_name} - nonHoe nomeHHoe ums Cepsepa Mnatdopmbl

Cosgaem cann koHgurypaumm ca.conf

cd /datadrive/certs

nano ./ca.conf

HHHHHAFHAFHAHH A
[ ca]

default_ca = CA_default # The default ca section

[ CA_default ]

default_days # How long to certify for
default_crl_days # How long before next CRL




default_md sha256 # Use public key default MD
preserve no # Keep passed DN ordering

x509_extensions ca_extensions # The extensions to add to the cert

email _in_dn no # Don't concat the email in the DN
copy_extensions = copy # Required to copy SANs from CSR to cert

base_dir o

certificate $base_dir/ca-cert # The CA certificate

private_ key $base_dir/ca-key # The CA private key

new_certs_dir = $base_dir/ # Location for new certs after signing
database $base_dir/index.txt # Database index file

serial $base_dir/serial.txt # The current serial number

unique_subject = no # Set to 'no' to allow creation of
# several certificates with same subject.

HHHHHHHH AR R R R
[ req ]

default_bits 4096

default_keyfile cakey.pem

distinguished_name = server_distinguished_name

x509_extensions ca_extensions

string_mask utf8only

HH R R
[ server_distinguished_name ]

commonName Common Name (e.g. server FQDN or YOUR name)
commonName_default = platform.ai

countryName Country Name (2 letter code)
countryName_default = RU

organizationName Organization Name (eg, company)
organizationName_default platform LTD

stateOrProvinceName State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName Locality Name (eg, city)
localityName_default = Moscow

organizationName Organization Name (eg, company)
organizationName_default RocketControl

HEHAFHEFHESHE S R R A R AR A S U H U R A R R A A R A
[ ca_extensions ]

subjectKeyIdentifier WE]
authorityKeyIdentifier = keyid:always, issuer

Zh,_ TAIGA Dynamics
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basicConstraints critical, CA:true
keyUsage keyCertSign, cRLSign

HERFHHAARHBHERHRHERFHHHARHBHAA SRR AR HHAARFHHEAFHHH AR HH AR S HHAERHHHES
[ signing policy ]

countryName optional

stateOrProvinceName optional

localityName optional

organizationName optional

organizationalUnitName = optional

commonName supplied

emailAddress optional

HERHHHAASRHBHERHRHERFHHH ARSI B U ARG R AR HH A AR SR HAAFHHH AR HHHARFHHAERHEHAS
[ signing_req ]

subjectKeyIdentifier hash

authorityKeyIdentifier = keyid,issuer

basicConstraints CA:FALSE

keyUsage digitalSignature, keyEncipherment
HERHHHAASRHBHERHBHERFHHH ARSI B HAA SRR AR HHHAAFBHAAFHHH AR HHHARFHHAERHEHES

Cosgaem nor hann onsa y4éta Bbinycka cepTugukaTos:

# Prepare log files for signing with root CA
touch index.txt
echo '01' > serial.txt

eHepupyem npuBaTHbIN KNtod 1 ceptudukat CA:

# Generate self-signed root CA on 3650 days
openssl req -new -config ca.conf -newkey rsa:4096 -days 3650 -x509 -subj '/CN=platform.ai/0=000
Rocket Control/C=RU' -keyout ./ca-key -out ./ca-cert -nodes

leHepupyem server keystore and truststore gns Kafka:

# Generate server keystore and truststore
# Create Kafka Server Certificate and store in KeyStore:
keytool -genkey -keyalg RSA -alias platform-kafka-server -keystore kafka.server.keystore.jks

SAVE N Lo bR VAN 1 IS o[-V EIY S { plat form_password RGP ESMS{platform_password }ReIEl]:

"cn=platform-kafka-server, 0=000 Rocket Control, c=RU" -storetype pkcsl2

leHepupyem 3anpoc Ha nognuck ceptudmukata (CSR):

# Create Certificate Signing Request (CSR):
keytool -keystore kafka.server.keystore.jks -alias platform-kafka-server -certreq -file

(=]t & B LS o VIS { plat form _password G ESMS{platform password } e

SAN=dns : [T TR IEL S , dns : broker, dns : zookeeper, ip:127.0.0.1,1ip:0.0.0.0

MNognuceiBaem cepTudpukar:

# Sign CSR with the CA:
openssl ca -batch -config ca.conf -policy signing policy -extensions signing req -out
cert-file-signed -infiles cert-file
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WmnopTtupyem CA ceptudpmkat un ceptucpumkat anga cepsepa Kafka B server truststore n keystore:

# Import CA certificate in KeyStore:

keytool -keystore kafka.server.keystore.jks -alias CA-Root-platform -import -file ca-cert
-storepass -keypass -noprompt

# Import Signed CSR In KeyStore:

keytool -keystore kafka.server.keystore.jks -alias platform-kafka-server -import -file
cert-file-signed -storepass -keypass -noprompt

# Import CA certificate In TrustStore:

keytool -keystore kafka.server.truststore.jks -alias CARoot -import -file ca-cert -storepass

${platform_password G EMS{platform password}Etlelslglelils}d

BbinonHsem aHanornyHele onepauunn ans client truststore n keystore:

# Generate client keystore and truststore

# Create Kafka client Certificate and store in KeyStore:

keytool -genkey -keyalg RSA -alias platform-kafka-client -keystore kafka.client.keystore.jks
-validity 1000 -storepass -keypass -dname
"cn=platform-kafka-client, 0=000 Rocket Control, c=RU" -storetype pkcsl2

# Create Certificate signed request (CSR):

keytool -keystore kafka.client.keystore.jks -alias platform-kafka-client -certreq -file
cert-file -storepass -keypass

# Sign CSR with the CA:

openssl ca -batch -config ca.conf -policy signing policy -extensions signing req -out
cert-file-signed -infiles cert-file

# Import CA certificate in KeyStore:

keytool -keystore kafka.client.keystore.jks -alias CA-Root-platform -import -file ca-cert
-storepass -keypass -noprompt

# Import Signed CSR In KeyStore:

keytool -keystore kafka.client.keystore.jks -alias platform-kafka-client -import -file
cert-file-signed -storepass -keypass -noprompt

# Import CA certificate In TrustStore:

keytool -keystore kafka.client.truststore.jks -alias CARoot -import -file ca-cert -storepass

${platform_password G ESMS{platform password}Etlelslglelils}d

M3Bnekaem ceptudmkathbl 13 keystore ansa ganbHenwero NCNonb30BaHNA:

#Extract private certificate from keystore
openssl pkcs12 -in kafka.client.keystore.jks -nocerts -out kafka-client.key -passin

PEHS{platform password } EEERLIIMERHS{platform_password}

#Extract public certificate from keystore
openssl pkcsl2 -in kafka.client.keystore.jks -nokeys -out kafka-client-pub.pem -passin

PEHS{platform password }EEGERLLIMENHS{platform _password}

leHepupyem ceptudmkat gns ClickHouse:

# Create certificate for CLICKHOUSE

# Generate certificate and key for Clickhouse on 3560 days

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out ./ck-server.crt -keyout
./ck-server.key -subj "/CN=/0=000 Rocket Control" -addext "subjectAltName =

RULHs {server_name}y

# Generate dhparam for Clickhouse
openssl dhparam -out dhparam.pem 4096

10
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3anuceiBaeM napornb B hainn:

echo "STAEISTIFIMERSelgeli" > client.password
(Yool { platform_password ) EEPEEY-TaVIIgN IS Mol ls|

leHepupyem ceptudmkaT ons Postgres:

# Create certificate for Postgres

# Generate certificate and key for PG on 3650 days

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out ./pg-server.crt -keyout
./pg-server.key -subj "/CN={IEIAIMIELLY]/0=000 Rocket Control" -addext "subjectAltName =

BUEHS {server_name}l

M3meHdem npaBa pgoctyna ans ceptudmkata M knoda, 4tobbl B nocneactesum Postgres mor
nonyyYnTb AOCTYN K cepTudukaTam:

# change own amd mod for certificate Postgres
chmod 600 pg-server.key

chmod 640 pg-server.crt

chown systemd-coredump:root pg-server.key
chown systemd-coredump:root pg-server.crt

leHepupyem cepTudmkat ans Minio:

# Create certificate for MINIO

# Generate certificate and key for Minio on 3650 days

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out ./minio-server.crt -keyout
./minio-server.key -subj "/CN=/0=OOO Rocket Control" -addext "subjectAltName =

WURH¢ {server_name}l

leHepupyem ceptudmkaT ons docker registry:

# Create certificate for docker registry
# Generate certificate and key for docker registry on 3650 days

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out ./registry.crt -keyout ./registry.key
-subj "/CN-F RIS/ 0=000 Rocket Control" -addext "subjectAltName = DNS:[JiTIaT LS "

leHepupyem truststore ang platform management komnoHeHTa 1 UMNOPTUPYEM cepTUUKaThbl 4Ng
postgres 1 minio:

keytool -genkeypair -noprompt -alias tmpCertToBeDeleted -keyalg RSA -keysize 2048

-storepass "IS{JIMICETIL ML Igeli" -keystore truststore.jks -dname ",

0=000 Rocket Control"

keytool -delete -noprompt -alias tmpCertToBeDeleted -storepass

5 {pm_truststore_password} G de] ST d VI o o] o<Wy 1 ¢

keytool -import -noprompt -keystore truststore.jks -storepass " IS{liRdslagae I e elnel;"
-alias postgres -file pg-server.crt

keytool -import -noprompt -keystore truststore.jks -storepass "R iBRaalE sl ML eIgteh]"
-alias minio -file minio-server.crt

11
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3arpyska cepTudmkaToB B JOBEPEHHOE XpaHUILLE cepBepa

BbinonHuTh cnegytowme KomaHabl:

cp /datadrive/certs/ /usr/local/share/ca-certificates/

update-ca-certificates

YcTaHoBKa MHAPPACTPYKTYPHbIX KOMMOHEHT

[Mepexooum B AMPEKTOPUIO C MHCTANMSALMOHHBLIMWU NakeTamun (NMOSIBUTCA NOCne pacrnakoBKW apxusa
infra.tar.gz):

cd /datadrive/platform_infra

MpumevaHume: Bce ganbHenwmne koMmaHabl BbIMOMHAKOTCA B aupektopun /datadrive/platform_infra,
ecnu He ob6o3Ha4YeHo apyroe.

YctaHoBKa 1 Hactpownka Docker

Mcnonb3yemble nepeMeHHbIE:
${user} - ima nonb3oBaTens c npaBamu 4OcTyna root.

Mepexoanm B gupekToputo docker n yctaHaBnvesaem Bce *.deb nakeTbl:

# Docker install

cd /datadrive/platform_infra/docker
sudo dpkg -i containerd.io.deb
sudo dpkg -i docker-ce-cli.deb
sudo dpkg -i docker-ce.deb

Cosnaém dann /etc/docker/daemon.json n BHOCUM crneytoLyto KoHurypauuio:

sudo nano /etc/docker/daemon.json

{
"graph": "/datadrive/docker"

}

Mepesanyckaem Docker ans Toro 4tobbl MPUMEHNTL KOHUTYPALMIO:

sudo systemctl restart docker

Hob6asnsiem nonb3osatens ${user} B rpynny Aokep, 4ToObl He Mcronb3oBaTb sudo Ans 3anycka
AOKep KoMaHA:

sudo usermod -aG docker
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newgrp docker

MpumeyaHune: BoamoxHo, notpebyerca nepesanyctutb SSH ceccuto, 4Tobbl HACTPONKM BCTYNUIN
B Cumny.

YctaHoBKka docker-compose

BbinonHsiem cneayowmne KomaHabl:

cd /datadrive/platform_infra/docker

sudo cp "./docker/docker-compose-linux-x86_64" /usr/local/bin/docker-compose
sudo chmod +x /usr/local/bin/docker-compose

YcTtaHoBka Helm.

BbinonHsem crnegytowmne KoMaHabl:

tar -xvf "./helm/helm.tar.gz"
sudo cp "./linux-amd64/helm" /usr/local/bin/helm
sudo chmod +x /usr/local/bin/helm

YctaHoBKa private docker registry

BbinonHsaem cnegywouine KoMmaHabl:

docker load -i ./images/registry.tar
docker run -d \
--restart=always \
--name registry \
/datadrive/certs:/certs \
REGISTRY_HTTP_ADDR=0.0.0.0:5001 \
REGISTRY_HTTP_TLS_CERTIFICATE=/datadrive/certs/registry.crt \
REGISTRY_HTTP_TLS KEY=/datadrive/certs/registry.key \
-p 5001:5001 \
registry:2.8.0

YctaHoBKa 1 HacTtpownka k3s Rancher.

Ncnonb3yemble nepeMeHHsble:
${server_name} -gomeHHOE NMs cepBepa.

BbinonHsiem cneayowmne KomaHabl:

cd /datadrive/platform_infra/k3s/
docker load -i k3s-airgap-images-amd64.tar

for dockerimage in $(docker images --format "{{.Repository}}:{{.Tag}}"); do echo "$dockerimage";
dockerimagename=$(echo "$dockerimage" | grep -oP '\/.+') ; docker tag $dockerimage

":5@01$docker‘imagename"; done
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for image in $(docker images --format "{{.Repository}}:{{.Tag}}" | grep FTINMEILY); do
docker push $image; done

cp "./k3s/k3s" /usr/local/bin/k3s
chmod +x /usr/local/bin/k3s

K3S_KUBECONFIG_MODE="644" \

INSTALL_K3S_VERSION="v1.23.2+k3s1" \

INSTALL_K3S EXEC='server --disable traefik --data-dir /datadrive/k3s-data
--default-local-storage-path /datadrive/k3s' \

./k3s/install.sh

[obGaengaem dhann /etc/rancher/k3s/registries.yaml

nano /etc/rancher/k3s/registries.yaml

mirrors:
docker.io:
endpoint:
${server_name }HLl2)1
quay.io:
endpoint:
${server name }RL:[2k]
k8s.gcr.io0:
endpoint:
${server_name }HLl2)}

Mepesanyckaem k3s:

sudo systemctl restart k3s

YcTaHOBKa 1 HacTpouka cert-manager 1 ingress-nginx

Ncnonb3yemble nepeMeHHsble:
${server_name} -gomeHHOE NMs cepsepa.

BbinonHsiem cneayowmne kKomaHabl:

# Deploy cert-manager and ingress-nginx
cd /datadrive/platform_infra/images
docker load -i cert-manager.tar

docker load -i ingress-nginx.tar

for dockerimage in $(docker images --format "{{.Repository}}:{{.Tag}}"); do echo "$dockerimage";
dockerimagename=$(echo "$dockerimage" | grep -oP '\/.+') ; docker tag $dockerimage

":5001$docker‘imagename"; done

for image in $(docker images --format "{{.Repository}}:{{.Tag}}" | grep FTNIEILY); do
docker push $image; done

CONTROLLER_DIGEST=$(docker inspect --format='{{ .RepoDigests }}'
OS] : 5001/ingress-nginx/controller:vl.1.1" | awk -F '[@\\[\\]]' '{print $3}')
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ADMISSSION_DIGEST=$(docker inspect --format='{{ .RepoDigests }}'

LS : 5001/ ingress-nginx/kube-webhook-certgen:vi.1.1" | awk -F '[@\\[\\]]' '{print
$3}")

# Check variables
echo $CONTROLLER_DIGEST
echo $ADMISSSION_DIGEST

cd /datadrive/platform_infra/helm_charts

helm upgrade --install cert-manager cert-manager-v1.7.1.tgz -n cert-manager --set
installCRDs=true

helm upgrade --install ingress-nginx ./helm_charts/ingress-nginx-4.0.17.tgz -n ingress-nginx
--set-string

"controller.config.ssl-reject-handshake"="true", "controller.image.digest"="$CONTROLLER_DIGEST","
controller.admissionWebhooks.patch.image.digest"="$ADMISSSION_DIGEST"

15
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YcTtaHoBKa KOMMOHEHTOB [natdopmbl

KoHdpurypaunsa docker-compose

Mepexognm B anpekTtoputo /datadrive/platform/docker-compose/

cd /datadrive/platform/docker-compose/

MpumeyvaHune: Bce ganbHenwmne komaHnabl BbINOMAHATCA B Agupektopun /datadrive/platform_infra,
ecnun He 0603HA4YeHO pyroe.

CospgaHune koHdurypaumnoHHoro gavna ans clickhouse console config

nano clickhouse_console_config.xml

<?xml version="1.0"?>
<clickhouse>

<logger>
<console>1</console>
</logger>
</clickhouse>

CospaHune koHdurypaumnoHHoro ganna gnsa clickhouse_ssl_config

nano clickhouse_ssl config.xml

Ncnonb3yemble nepeMeHHbIe:
${client_password} - naponb HaxoauTtca B cpaine /datadrive/certs/client.password

<clickhouse>
<https_port>9999</https_port>

<openSSL>
<server>
<certificateFile>/tmp/server.crt</certificateFile>
<privateKeyFile>/tmp/server.key</privateKeyFile>

<dhParamsFile>/tmp/dhparam.pem</dhParamsFile>

<verificationMode>none</verificationMode>

<loadDefaultCAFile>true</loadDefaultCAFile>

<cacheSessions>true</cacheSessions>

<disableProtocols>sslv2,sslv3</disableProtocols>

<preferServerCiphers>true</preferServerCiphers>
</server>
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<client>
<loadDefaultCAFile>true</loadDefaultCAFile>
<cacheSessions>true</cacheSessions>
<disableProtocols>sslv2,sslv3</disableProtocols>
<preferServerCiphers>true</preferServerCiphers>
<invalidCertificateHandler>

<name>RejectCertificateHandler</name>

</invalidCertificateHandler>

</client>

</openSSL>

<kafka>
<security protocol>ssl</security_protocol>
<ssl_key location>/tmp/kafka-client.key</ssl_key location>
<ssl_key_password >[Il NI et </ss1_key_password>
<ssl_certificate_location>/tmp/kafka-client-pub.pem</ssl_certificate_location>
<ssl_ca_location>/tmp/platform-ca.pem</ssl_ca_location>

</kafka>

<profiles>
<default>
<stream_flush_interval_ms>1000</stream_flush_interval_ms>
</default>
</profiles>

<logger>
<console>1</console>
</logger>
</clickhouse>

CospaHune koHdurypaumnoHHoro ganna clickhouse _users.xml

nano clickhouse_users.xml

Ncnonb3yemble nepeMeHHble:
${clickhouseUser} - nms nonb3oBatens ans cepsepa clickhouse.
${clickhousePassword} - napons ot nonb3osartens ${clickhouseUser}.

<?xml version="1.0"?>
<clickhouse>
<profiles>
<default>
<max_memory_usage>10000000000< /max_memory_usage>
<load_balancing>random</load_balancing>
<max_partitions_per_insert_block>100000</max_partitions_per_insert_block>
</default>




</cl

<readonly>
<readonly>1</readonly>
</readonly>
</profiles>

<users>

8${clickhouseUser}p
EERTIebI${ c1ickhousePassword } RAERS o] s b3

<networks>

<ip>::/0</ip>
</networks>
<profile>default</profile>
<quota>default</quota>
<access_management>1</access_management>

24${clickhouseUser}j3

</users>

<quotas>
<default>
<interval>
<duration>3600</duration>
<queries>0</queries>
<errors>@</errors>
<result_rows>0</result_rows>
<read_rows>0</read_rows>
<execution_time>0</execution_time>
</interval>
</default>
</quotas>
ickhouse>

CosgaHue KoHurypaumnmoHHoro canna ans postgres

nano postgresql.conf

log_
logging_collector =

pgau
pgau

log
log_.

list
port
idle

#Con

max_

supe

destination = 'csvlog'
dit.log = 'write, ddl, role’
dit.log_relation = 'on'
connections = 'on'
disconnections = 'on
en_addresses = '*'

= 5432

_in_transaction_session_timeout = 60000

nectivity
connections = 500
ruser_reserved_cennections
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#Memory settings
shared_buffers = '2048 MB'
work_mem = '64 MB'
maintenance_work_mem = '320 MB'
huge_pages = off
effective_cache_size '6 GB'

#Monitoring

shared_preload_libraries = ‘'pg stat_statements,pgaudit’
track_io_timing=on

track_functions=p1

pg_stat_statement.max = 10000

pg_stat_statements.track = all

#Checkpointing

checkpoint_timeout = '15 min'
checkpoint_complection_target = 0.9
max_wal_size '1024 MB'
min_wal_size = '512 MB'

#WAL writing

wal_buffer = 1
wal_writer_delay = '200 ms'
wal_writer_flush_after = '1 MB'

#Background writer
bgwriter_delay = '200 ms'
bgwriter_lru_maxpages = 100
bgwriter_ lru_multiplier = 2.0
bgwriter_ flush_after = 0

#Parallel queries
max_worker_processes = 4
max_parallel workers_per_gather =
max_parallel maintenance_workers =
max_parallel workers = 4

parallel leader_participation = on

#Advanced features
enable_partitionwise_join = on
enable_partitionwise_aggregate = on

#ssl

ssl = true

ssl _cert_file = '/etc/postgresql-certs/server.key'
ssl_key file = '/etc/postgresql-certs/server.crt'

CosgaHue KoHurypaumoHHoro doanna ans zookeeper

nano zoo.cfg
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autopurge.purgeInterval=1

autopurge.snapRetainCount=5

CospaHune koHdurypaumnoHHoro ¢gawnna docker-compose.yami

Mcnonb3yemble nepeMeHHbIe:
${server_name} - nonHoe JomeHHOe MMsi cepBepa (NpumMep: my-awesome-server.example.com)

${images_pgaudit} - ${server_name}:5001:pg13_audit:v2022-03-30
${postgresUser} - agmnHucTpaTop 6a3bl AaHHbLIX B postgres
${postgresPassword} - napont ans nons3osartens ${postgresUser}

${keystore_password} - naponb ucnonb3yemblii 4ns reHepauum
letc/kafka/secrets/kafka.server.keystore.jks (naponb HaxoauTcs B channe
/datadrive/certs/server.password)

${truststore_password} - naposb ncnonb3yembiin Ans reHepaumm
letc/kafka/secrets/kafka.server.truststore.jks (naponb Haxogutcs B havine
/datadrive/server/client.password)

${client_password} - naponb HaxoauTcs B dpaiine /datadrive/certs/client.password
${minioAccessKey} - UUID version 4

${minioSecretKey} - UUID version 4

nano docker-compose.yaml

version: "3.4"

services:
db:
image:
restart: always
ports:
- "5432:5432"

volumes:
- /datadrive/postgres:/var/lib/postgresql/data
- ./postgresql.conf:/etc/postgresql/postgresql.conf
- /datadrive/certs/pg-server.crt:/etc/postgresql-certs/server.crt
- /datadrive/certs/pg-server.key:/etc/postgresql-certs/server.key
environment:

POSTGRES _DB: "main"

O (NSNS 85 { postgresUser}
RIS N SS \SS(o{pHl$ { postgresPassword }

logging:
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options:
max-size: 10m
command: postgres -c 'config file=/etc/postgresql/postgresql.conf’

db-storage:
image: clickhouse/clickhouse-server:22.4.3.3
restart: always
ports:
"8123:8123"
"9000:9000"
"9004:9004"
"9999:9999"
volumes:
- /datadrive/clickhouse:/var/lib/clickhouse
./clickhouse_console_config.xml:/etc/clickhouse-server/config.d/clickhouse_console_config.xml
- ./clickhouse_users.xml:/etc/clickhouse-server/users.xml
./clickhouse_ssl config.xml:/etc/clickhouse-server/config.d/clickhouse_ssl config.xml
/datadrive/certs/ck-server.crt:/tmp/server.crt
/datadrive/certs/ck-server.key:/tmp/server.key
/datadrive/certs/ck-dhparam.pem:/tmp/dhparam.pem
/datadrive/certs/ca-cert:/tmp/platform-ca.pem:ro
/datadrive/certs/kafka-client.key:/tmp/kafka-client.key:ro
/datadrive/certs/kafka-client-pub.pem:/tmp/kafka-client-pub.pem:ro
logging:
options:
max-size: 10m
deploy:
resources:
limits:
memory: 12G
reservations:
memory: 1G

zookeeper:

restart: always

image: confluentinc/cp-zookeeper:6.2.0

hostname: zookeeper

container_name: zookeeper

volumes:
- /datadrive/platform/docker-compose/zoo.cfg:/etc/zookeeper/conf/zoo.cfg
- /datadrive/zookeeper-data:/var/lib/zookeeper/data
- /datadrive/zookeeper-log:/var/lib/zookeeper/log

/datadrive/certs/kafka.server.keystore.jks:/etc/kafka/secrets/kafka.server.keystore.jks:ro
datadrive/certs/kafka.server.truststore.jks:/etc/kafka/secrets/kafka.server.truststore.jks:ro
ports:
- "2181:2181"
environment:
ZOOKEEPER_CLIENT_PORT: 2182
ZOOKEEPER_TICK_TIME: 2000
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ZOOKEEPER_SECURE_CLIENT_PORT: 2181
ZOOKEEPER_SERVER_CNXN_FACTORY: org.apache.zookeeper.server.NettyServerCnxnFactory
ZOOKEEPER_SSL_KEYSTORE_LOCATION: '/etc/kafka/secrets/kafka.server.keystore.jks'

pA0[0] 4= S S B SN O S (oS DM $ { key store_password}i
ZOOKEEPER_SSL_TRUSTSTORE_LOCATION: '/etc/kafka/secrets/kafka.server.truststore.jks'

ZOOKEEPER_SSL_TRUSTSTORE_PASSWORD: '[JRasiatat s M i ad)

ZOOKEEPER_SSL_CLIENT_AUTH: need

ZOOKEEPER_AUTH_PROVIDER_X509: org.apache.zookeeper.server.auth.X509AuthenticationProvider
#use for ssl

broker:
restart: always
image: confluentinc/cp-kafka:6.2.0
hostname: broker
container_name: broker
depends_on:
- zookeeper
volumes:
- /datadrive/kafka:/var/lib/kafka/data

/datadrive/certs/kafka.client.keystore.jks:/etc/kafka/secrets/kafka.client.keystore.jks:

/datadrive/certs/kafka.client.truststore.jks:/etc/kafka/secrets/kafka.client.truststore

/datadrive/certs/kafka.server.keystore.jks:/etc/kafka/secrets/kafka.server.keystore.jks:
/datadrive/certs/kafka.server.truststore.jks:/etc/kafka/secrets/kafka.server.truststore

- /datadrive/certs/client.password:/etc/kafka/secrets/client.password:ro

- /datadrive/certs/server.password:/etc/kafka/secrets/server.password:ro

- /datadrive/certs/ck-server.crt:/tmp/server.crt

- /datadrive/certs/ck-server.key:/tmp/server.key

ports:

- "29092:29092"

- "19092:19092"

- "9092:9092"

- "9101:9101"

environment:

KAFKA_BROKER_ID: 1

KAFKA_ZOOKEEPER_CONNECT: 'zookeeper:2181"'

KAFKA_OFFSETS_TOPIC_REPLICATION_FACTOR: 1

KAFKA TRANSACTION_STATE_LOG_MIN_ISR: 1

KAFKA_TRANSACTION_STATE_LOG_REPLICATION_FACTOR: 1

KAFKA_GROUP_INITIAL_REBALANCE_DELAY_MS: ©

KAFKA_JMX_PORT: 9101

KAFKA_JMX_HOSTNAME: localhost

KAFKA_LOG_RETENTION_BYTES: 10737418240

KAFKA _ZOOKEEPER_CONNECT: zookeeper:2181

KAFKA_ZOOKEEPER_SSL_CLIENT_ENABLE: 'true'

KAFKA_ZOOKEEPER_CLIENT_CNXN_SOCKET: org.apache.zookeeper.ClientCnxnSocketNetty

KAFKA_ZOOKEEPER_SSL_KEYSTORE_LOCATION: '/etc/kafka/secrets/kafka.client.keystore.jks"'

KAFKA_ZOOKEEPER_SSL_KEYSTORE_PASSWORD: ' 3fEtlgyaEIlelgeh; "
KAFKA_ZOOKEEPER_SSL_TRUSTSTORE_LOCATION: '/etc/kafka/sercerts/kafka.client.keystore.jks'




Zh,_ TAIGA Dynamics

KAFKA_ZOOKEEPER_SSL_TRUSTSTORE_PASSWORD: 'f[I BTN I eIaed)
KAFKA_ZOOKEEPER_SET_ACL: 'true'
KAFKA_LISTENER_SECURITY_PROTOCOL_MAP: SSL:SSL,SSL_EXTERNAL:SSL
KAFKA_ADVERTISED LISTENER: SSL://broker:29092,SSL_EXTERNAL://${FQDN_host_server}:9092
KAFKA_INTER_BROKER_LISTENER_NAME: SSL
KAFKA_SSL_KEYSTORE_FILENAME: 'kafka.server.keystore.jks'
KAFKA_SSL_KEYSTORE_CREDENTIALS: 'server.password'
KAFKA_SSL_KEY_CREDENTIALS: 'server.password'
KAFKA_SSL_TRUSTSTORE_FOLENAME: ‘'kafka.server.truststore.jks'
KAFKA_SSL_TRUSTSTORE_CREDENTIALS: 'server.password’

KAFKA SSL_CLIENT AUTH: 'required’

minio:
image: minio/minio:RELEASE.2022-04-12T06-55-35Z

restart: always
command: server /data --address ":9005" --console-address ":9007"
ports:
- "9005:9005"
- "9007:9007"
environment:

(ool VS 6 {minioAccessKey }
MINIO_ROOT_PASSWORD: FS{iENihieIY=Yelgl=3d 1A

volumes:
- /datadrive/minio:/data
- /datadrive/certs/minio-server.crt:/root/.minio/certs/public.crt
- /datadrive/certs/minio-server.key:/root/.minio/cert/public.key
> docker-compose.yaml

3anyck docker-compose

MpumeyaHue: 3anyck docker-compose NPOUCXOANT B ANPEKTOPUM
/datadrive/platform/docker-compose/.

BbinonHsiem cneayoLLyto KoMaHay:

docker-compose up -d

NHnunanunsauusa B B Postgresql

Mcnonb3yemble nepeMeHHble:

${postgresUser} - nonb3oBarenb 13 daina
/datadrive/platform/docker-compose/docker-compose.yaml
${keycloak_password} - creHepnpoBaHHbIlA Naposb
${platformmanagement_password} - creHeprpoBaHHbI Naposb
${streamstorage_password} - creHep1poBaHHbI Naponb

BbinonHsem nogkntoveHne BOBHYTPb KOHTeVIHepa C postgres v co3gaanm nons3osarenen n bL:
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docker exec -it docker-compose_db_1 bash

psql -U SRS -h localhost -p 5432 -d postgres

CREATE USER platform_keycloak;

CREATE DATABASE keycloak;

ALTER USER platform_keycloak PASSWORD '[JSValr i Errrrach ' ;

ALTER DATABASE keycloak OWNER TO platform_keycloak;

COMMENT ON ROLE platform_keycloak IS 'Administration user for keycloack service';
COMMENT ON DATABASE keycloak IS ‘'keycloack service database';

CREATE USER platform_platformmanagement;

CREATE DATABASE platformmanagement;

ALTER USER platform_platformmanagement PASSWORD ";

ALTER DATABASE platformmanagement OWNER TO platform_platformmanagement;

COMMENT ON ROLE platform_platformmanagement IS ‘'Administration user for Platform Management
service';

COMMENT ON DATABASE platformmanagement IS ‘'platformmanagement service database';

CREATE USER platform_streamstorage;

CREATE DATABASE streamstorage;

ALTER USER platform_streamstorage PASSWORD '[IiNunTliat st Il ;

ALTER DATABASE streamstorage OWNER TO platform_streamstorage;

COMMENT ON ROLE platform_streamstorage IS 'Administration user for Stream Storage service';
COMMENT ON DATABASE streamstorage IS 'streamstorage service database';

Hit#
CREATE EXTENSION pgaudit;
CREATE EXTENSION pg_stat_statements;

#H## exit
\q

CosnaHune bucket B minio

MepeMeHHble 3Ha4YeHUS:
${host_name} - nms cepBepa k KOTOPOMY NoAkn4arTCs no ssh
${admin} - nms nonb3oBaTensa AN NOAKMIYEHNA MO ssh

3anyckaem TepmuHan (CMD, PowerShell, etc.)

ssh -L 8080:1ocalhost:9007 FRELlEN MO MIED;

3axogum B Gpay3sep (chrome, edge, IE, etc.) B agpecHyto CTpOKy BCTaBnsiem
localhost:8080
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T Welcore to Keycloak X 4 MinlQ Console X +

= C ((@_localhost8080 ogin

Ha ctapToBou cTpaHuue minio BBOANUM 3HAYEHMUSs
MINIO_ROOT_USER: ${minioAccessKey}
MINIO_ROOT_PASSWORD: ${minioSecretKey}

n3 cpanna /datadrive/platform/docker-compose/docker-compose.yaml

B neBom BepTuUkanbHOM MeHo Bbibpaem Buckets:

&« C @ localhost:8080/buckets

CONSOLE By

Identity

Menitoring

Support

B npaBom BepxHeM yrny HaxxmumaeMm Ha Create Bucket:

@® localhost:8080/buckets ;ﬁl

Buckets

Search Buckets Q Create Bucket +

B none Bucket Name BBogum platform nocne yero Haxxumaem Create Bucket:
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MINIO

CONSOLE Create a Bucket

¢ Buckets

Buckets

Identity -~ E Create Bucket

Bucket Name platform

Access

Features

Monitoring

These features are unavailable in a single-disk setup.
Please deploy a server in Distributed Mode to use these features.
Support

Versioning OFF
License

Object Locking OFF
Settings

Quota OFF

Documentation
Clear Create Bucket

Yb6expaemcs, 4to bucket cosnan:

Ela?\] SOLE Buckets

©) o o a OG- -

& Identity

patform =
Created: 2022-05-05722:07:29Z Access: R/'W E—

E QO uUsage @ Objects
47s: 20

@ Monitoring

Mocne cospaHnsa Bucket HeoBxoaMMO 3aKpbITb TEPMUHAN OTKPLITLIA B HAa4arne nyHKTa.

Cosnanue nonb3oBaTensa reader B Clickhouse

Ncnonb3yemble NepeMeHHbIe:

${click_password} - naponb 13 cpanna /datadrive/platform/docker-compose/docker-compose.yami
${random_password} - creHep1poBaHHbI Naposb
https://www.lastpass.com/features/password-generator

Moagkntovaemcs K KOHTerHepy:

docker exec -it platform-db-storage-1 bash

Mocne Toro kak NoAKMYMITUCH K KOHTEHEPY BBOAUM Crneayowmne KoMmaHabl:

clickhouse-client --user platform --password kY@L el

ALTER USER reader IDENTIFIED WITH plaintext_password BY :Sfsclilele/iMsERSelalehs;
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exit;
exit

Mepexoanm B gupekToputo gupektoputo /datadrive/platform/helm/
cd /datadrive/platform/helm/

3anyck Nnatdopmbl

CospgaHue grann custom-values.yaml

nano custom-values.yaml

Ncnonb3yemble nepeMeHHble:

${web-cert.key} - knto4 oT cepTucmkata creHepMpoBaHHOIO KOMaHAoM 3akasdnka B PEM cdopmarte
ans https. 3HavyeHne nepeMeHHON OOMKHO ObITh NepegaHo B base64 kogupoeke. [nsa atoro
Heobxo4MMO BbIMONHUTL KOMaHAy:

cat /datadrive/certs/web-cert.key | base64 | tr -d '\n'

${web-cert.crt} - cepTucmkaT creHepnpoBaHHbI KOMaHAoON 3aka3ynka B PEM cdopmate ans https.
3HauyeHne nepemMeHHoON OOMKHO BbiTh NepedaHo B base64 kognposke. [ng aToro HeobxoaMmo
BbINOSHUTbL KOMaHAy:

cat /datadrive/certs/web-cert.crt | base64 | tr -d '\n'

${server_name} - nonHoe AOMeHHOE UMS cepBepa
${FQDN_host_server:port_registry} - ${server_name}:5001

${cert_docker_registry} - ceptucmkar gns docker registry. 3HaueHne nepeMeHHoOM LOIMKHO ObITb
nepegaHo B base64 kognpoke. [INg 3Toro HEOOXOAMMO BbIMOSTHUTL KOMaHAY:

cat /datadrive/certs/registry.crt | base64 | tr -d '\n'

${cert_for_ldaps} - ceptucukat creHepmpoBaHHbI KOMaHAoW 3aka34nka B PEM cdopmate ans
Idaps. 3Ha4yeHne nepeMeHHOM OOMKHO ObITb NepenaHo B base64 kogupoeke. [ns atoro
Heo6x04MMO BbINONHUTE KOMaHAYy:

cat /datadrive/certs/cert_for_ldaps.crt | base64 | tr -d '\n'
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${UUID_auth} - UUID version 4
${UUID_metric} - UUID version 4
${UUID_log} - UUID version 4

${your_password_for_keycloack_UI} - naponb ans nons3oeatens Taiga ans sxoga B Ul

keycloack https://${server_name}/auth/

${platform_keycloak} - nonb3osaTens platform_keycloak co3gaHHbIi BO BpeMsi MHULManu3aumm
6a3bl B postgres

${keycloak_password} - naponb ot nonb3oeatens platform_keycloak cozgaHHoro Bo Bpemsi
WHUUnanusaumm 6a3bl B postgres

${pg-public.crt} - ceptucukar ssl ans postgres. 3HayeHne nepemMeHHOWN AO0MKHO ObITb NepeaaHo B
base64 koguposke. [1ns aToro HE06X04MMO BbINONHUTL KOMaHAY:

cat /datadrive/certs/pg-public.crt | base64 | tr -d '\n'

${UUID_stream} - UUID version 4

${your_clickhouse_user_from_clickhouse_users.xml} - nons3oeatens u3 gaina
/datadrive/platform/docker-compose/clickhouse_users.xml

${your_clickhouse_user_password_from_clickhouse_users.xml} - napons ot nonb3oearens u3
danna /datadrive/platform/docker-compose/clickhouse _users.xml

${reader_password} - naponb cozaaHHbIli B NyHKTe “Co3naHue nornb3oBaTens reader B
Clickhouse”

${ck-server.crt} - ceptucpukar ssl ans clickhouse. 3HauyeHne nepeMeHHol OOMKHO ObiTb NepegaHo
B base64 koguposke. [1ns aToro He06xoANMO BbINOMAHUTE KOMaHAy:

cat /datadrive/certs/ck-server.crt | base64 | tr -d '\n'

${server_password} - naponb 13 cpaina /datadrive/certs/server.password

${base64_keystore.jks} - 3HaueHune penosutopus ceptudgmkato kafka.client.keystore.jks.
3HaueHne nepemeHHoON OOMKHO BbITh NepedaHo B base64 kognposke. [ng aToro Heo6xoaMMo
BbINOSHUTb KOMaHAY:

cat /datadrive/certs/kafka.client.keystore.jks | base64 | tr -d '\n'

${baseb64_truststore.jks} - s3HaueHne penosntopus ceptucmkartos kafka.client.truststore.jks.

3HaueHne nepemeHHon OOmKHO ObITb NepeaaHo B base64 koanpoBke. [Na 3Toro HeodxoaMmMo
BbIMOMTHUTbL KOMaHAY:

cat /datadrive/certs/kafka.client.truststore.jks | base64 | tr -d '\n'
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${platform_streamstorage} - nonb3oeatens platform_streamstorage cosnaHuii Bo Bpems
nHMunanmusauum 6asbl B postgres

${streamstorage_password} - naponb ot nonb3osatens platform_streamstorage cosgaHHoro Bo
BpeMsi nHMumanusauum 6asbl B postgres

${pm_trustore_password} - naponb ot trustore ans platform management komnoHeHTa

${pm_trustore_b64} - 3HaueHne peno3uTopus cepTndukaTos truststore.jks. 3HaueHne
nepemMeHHoON OOmMKHO ObiTb NepedaHo B base64 kognposke. [nsg 3Toro HEOOXOAMMO BbIMOSTHUTb
KomaHay:

cat /datadrive/certs/truststore.jks | base64 | tr -d '\n'

${UUID_platform} - UUID version 4
${UUID_pod} - UUID version 4

${platform_platformmanagement} - nonb3oBatent platform_platformmanagement cosgaHui
BO BpeMs nHiumnanuaaumm 6asbl B postgres

${platformmanagement_password} - naponb oT nonb3oBarens
platform_platformmanagement co3gaHHOro Bo BpeMsi MHMUManusauumn 6asel B postgres

${minioAccessKeys} - s3HaueHve UUID u3 caiina
/datadrive/platform/docker-compose/docker-compose.yami

${minioSecretKey} - 3HaueHne UUID u3 canna
/datadrive/platform/docker-compose/docker-compose.yami

${minio-public.crt} - ceptucumkar ssl ans minio. 3HayeHMe NepemMeHHOW AOMKHO ObITb NepeaaHo
B base64 kogupoeke. [1ns aToro Heo6xoANMMO BbINOMHUTE KOMaHAy:

cat /datadrive/certs/minio-public.crt | base64 | tr -d '\n'

${AES_platform} - cnyyaiiHbix 16, 24 unun 32 cumBon KOHBEPTMPYEMBbI B dhopmaT base64

printf '1234567890123456' | base64

${UUID_connectors} - UUID version 4

daiin KoHdUrypauum foMKeH BbIrMAAETb CNeayowmnM 06pasoMm:

cert:
enabled: true
customeCa:
enables: true

key:

certificate: Ul

gateway:
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ingressClass: "nginx"
schema: "https"
host:
annotations:
nginx.ingress.kubernetes.io/proxy-ssl-protocols: "TLSv1.2 TLSv1.3"

components:
global:
dockerImageRegistry:
privateRepository:
data:
customCa:
enabled: true
certificate:
router:
auth:
secret:
metricViewer:
auth:
secret:
auditCollector:
enabled: true
logViewer:
auth:

YA $ {UUID log}

${FQDN_host_server:port_registry}

Keycloak:

auth:
PERelale Bl { your_password_for_keycloack UI}

db:
POSTGRES_HOST:
POSTGRES_PORT: 5432
POSTGRES_USER:
POSTGRES_PASS:

POSTGRES_DB: keycloak
POSTGRES_MAX_CONNECTIONS: "10"
POSTGRES_USE_SSL: "true"

IO (IS (elo) W@ S =1V Bl { pg - public.crt}
logging:
application: "info"

streamStorage3:
auth:

eyl { UUID_stream}

db:

POSTGRES_HOST:
POSTGRES_PORT: 5432

POSTGRES_USER:
POSTGRES_PASS:

POSTGRES_DB: streamstorage
POSTGRES_USE_SSL: "true"

POSTGRES_ROOT_CERT_B64: Fffel-Flsli|oNENepNee s




ra
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CLICKHOUSE_HOST:

CLICKHOUSE_PORT: "9004"
CLICKHOUSE_HTTP_PORT: "9999"
(oW (e GOV IS\ 3WS { your_clickhouse_user_ from_clickhouse users.xml}

(oI (e GOV VS [o:D B¢ { your_clickhouse_user_password_from_clickhouse_users.xml}
CLICKHOUSE_READER_PASSWORD: ‘SfgEl (I lelgleh

CLICKHOUSE_KAFKA_BOOTSTRAP_SERVER_HOST:
CLICKHOUSE_KAFKA_BOOTSTRAP_SERVER_PORT: "9092"
CLICKHOUSE_IS_REPLICATED: "false"

CLICKHOUSE_SSL _ROOT_CERT_B64: SfdGHIaIgNdu®;:
CLICKHOUSE_USE_SSL: true

KAFKA_HOST:

KAFKA_PORT: "9092"

KRB5_CONF_DATA: ""

KAFKA SSL_PROPERTIES DATA: |
security.protocol=SSL
ssl.truststore.location=/tmp/kafka/kafka.truststore.jks

(I TS Y o M E eI s Ei$ { server_password}

ssl.keystore.location=/tmp/kafka//kafka.keystore. jks
ssl.keystore. passwor‘d=
ssl.client.auth=required
ssl.enabled.protocols=TLSv1.2

(O OGBS {base64 _keystore. jks}
[\ RS OV Ml { base64_truststore.jks}

KAFKA_KEYTAB_B64: ""
teLimits:
concurrentReaustsPerUsername: 20

logging:

plat
ssl:
t

t
in

au

application: "info"
platform: "info"

formManagement:

rustStoreBase64:
rustStorePassword:
itData:

username:

password:

th:

secret:

pod:

(Yl <y $ { UUID pod}|

db:

st

POSTGRES_HOST:

POSTGRES_PORT: 5432

POSTGRES_USER:
RN SIS { plat formmanagement_password}
POSTGRES_DB: "platformmanagement"
POSTGRES_MAX_CONNECTIONS: "20"
POSTGRES_USE_SSL: "true"

orage:

backend: "MINIO"
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minio:

bucket: "platform"
username@servername
Y GBS {minioSecretKey}
endpoint: https://iSESaY=IaME}]: 9005
MINIO_SSL_ENABLED: true
logging:
application: "info"

platform: "info"
quartz:
active: "true"

YA WA S GV S {AES platform}

connectors:
auth:
(YYJAEM${UUID connectors}

PasBepTbiBaHNE NPUMOXKEHNUS

lNMepeMeHHble 3Ha4YeHUS:
${release_version} - akTyanbHas Bepcusi penusa npuroxeHus

helm upgrade -f /datadrive/platform/helm/custom-values.yaml --install platform-platform
/datadr‘ive/platfor‘m/helm/plat-For‘m—plat-For‘m—application/plat-For‘m—platfor‘m—application

ersion}iidc

Pa6oTocnocobHocTb MNnatdhopmbl BO3MOXHO MPOBEPUTbL Cneayowmm obpa3oM. Bee pods
JAOJMKHbI 6bITb B COCTOSIHMM Running.

kubectl get pods -n platform-platform

NAME STATUS RESTARTS
feature-flags-74cc45dd5f-9169h Running (6d1h
process-flow-diagrams-85477bb685-4gqd2 Running (6d1h
sli-monitoring-78df7bff54-h6hx9 Running (6d1h
liquibase-unlock-discovery-fbb4{9497-bgxrs Running (6d1h
stream-storage3-7bcdcd768b-97jfk Running (5d5h
(5d5h
(5d5h

incident-management-7b9486d48d-h9rbm Running
keycloak-7f774cddd9-4h82r Running
docs-544d9cb4cc-2c7zm Running
connector-config-66b9db874f-76q2s Running
platform-management-9449cf489-dc9tm Running
router-656798b89d-cxxh4 Running
dashboard-667cf9dcf7-qdksv Running

O 0O OO0 O® ANNNPRE PP

Tak e fomkeH 6biTb gocTyrneH Web Ul no agpecy https://S{server_name}/ui/login
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CospaHue lNonb3osatens Nnatdopmsbl.

Mopkntountes yepes WebUI k cTpaHuue aBTopusauuu:

https://S{server_name}/auth n nepeintn B Administration Console

8 xevcLoak

Welcome to Keycloak

& Administration @ Documentation » @ Keycloak Project >
Console >

User Guide, Admin REST APl and
Centrally manage all aspects of the Javadocs

Keycloak server

4 Mailing List >

it Report anissue >
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ABTOpM3yNTECH MCMONb3Ys UMSA Nonb3oBaTens platform-root u naponb
S{your_password_for_keycloack_Ul}, koTopbiit MOXHO nocmoTpeTb B helm-values.yaml

(9IKEYCI

Sign in to your account

Username or email

platform-root

Password

MepeinanTe BO BKNaAKy USErs Ha NaHesnu cnesa v 3aTeM Haxxmute Add user cnpasa B
OTKPbIBLLENCA NaHENMN.
@AKEYCI 2 Platform-root

Platform
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B OTKprBLIJGVICFI naHenun eeegnTe MMA NnoJsib3oBaTesid U Ha3HaybTe COOTBETCTBYHOLLMNE Groups, Kak
MoOKasaHO Ha CKPUHLLUOTE N HaXXMuUTe Save

Users > Add user

Add user
Realm Settings D
Hizmiz Created At
Client Scopes
Username * platform
Roles
: q Email
Identity Providers
User Federation First Name
Authentication
Last Name
User Enabled [ on |
Groups
Email Verified OFF
Users
Groups

Sessions

Events

Iplatform-admin
Import

Required User Actions /platform-beta-user
Export
/platform-user

3aTeM nepengute Bo BKNagky Credentials Ha BepxHel naHenv BBegMTe BanuAHbIN Naposb n
NoBTOpUTE ero, nepeaBuHbTe toggle Temporary B nonoxxeHne OFF n 3atem Haxxmute Set Password

Users > platform

Platform
Configure
Realm Settings Details Attributes| Role Mappings Groups Consents Sessions

Clients .
Manage Credentials
Client Scopes

Roles Position Type User Label Data
Identity Providers

Set Password
User Federation

Authentication Password @
Password Confirmation @
Groups Temporary OFF

Users

Set Password
Sessions

Events

Import

Export

3aTeM BblngeTe N3 cTpaHuLbl aBTopmsaummn yepes Sign Out
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Users > platform

Platform &

Details  Attributes  Credentials ~ Role Mappings ~ Groups  Consents  Sessions

Manage Credentials

Position Type User Label Data Actions

Set Password
Password ®
Password Confirmation ®

Temporary © oFF

3anorvHbTeCh Ha CTpaHuULYy aBTopu3auun nnathopmbl hitps:/S{server name}/ui/login , BBeanTe

MMA nosib3oBaTesia U naposib KOTOpPble 6b15n yKa3aHbl Ha npeabigyuem are h HaxmMmuTe BOWNTU

3apaBcTByiiTe!

BonTm B akkayHT

MOJIb3OBATE/1b
platform
le TAIGA
NAPOJIb l. Dynamics

Boutn

© 00O "Poket KoHTpon”, 2023. Bce
Npasa COXpaHeHbl 3a
npasoobnajatenem

B cny4dyae yaadyHoro n1ormHa - yCtaHoBkKa I'IﬂaTCI)OprI OKOH4Y€eHa.
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KoHTaKThbI

Ons nomowwm B yctaHoBke lNporpammbl gns 9BM «[lMnatdopma Tavra JaniHeMunke» npocbba
nucaTb TEXHWYECKUM Crneuunanuctam, MCMonb3ys SMEeKTPOHHYK MOoYTY: a.osipov@rocketcontrol.ai,
support@rocketcontrol.ai u a.gubarev@rocketcontrol.ai.
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